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SUBJECT: Assignment of Program M: Office Responsibilities for the D of
Defense Public Key Infrastructure (PKI)

Achieving Information Superiority in the highly interconnected. interdependent, shared-risk DoD
2nvirenment requires that DoD’s (IA) bilities be applied within a
that i the pervasi ion as a vital aspect of warfighting
and business operations. The technical slnugy that und/c'hes DoD 1A is Defense-in-Depth. in which
layers of defense are used to achieve our security objectives. This layering approach allows us to make
use of multipie solutions of varying assurance levels and, upon failure of deterrence or prevention, to
contain the consequences of a breach in security to achieve a balanced overail A posture.

One element of the Defense-in-Depth strategy is the use of a common, integrated DoD PKI to
enable security services at multiple levels of assurance. The DoD PKI, in the context of the Defense-in-
Depth strategy, will provide a solid dation for IA bilities across the Dep The goal of this
DoD-wide infrastructure is 1o provide gencral-purpose PKI services (¢.g.. issuance and management of
certificates and revocation lists in support of digital slgmrure and mcrypuon services) to a broad range of

pp atlevels of with . The Dx must take an
aggressive approach in acquiring and using a PKT that meets our rcquucm:ms for :xll 1A services.

To ensure that the evolving DoD PKI meets the broad spectrum of mission and business needs.

the DoD PKI Roadmap and DoD X.509 Certificate Policy have been updated to reflect comments
received during the government and industry rcvnew process. Thesc documents will be forwarded to
addressees of this memo within one week. Iam pro; bility for the
DoD PKI to the National Security Agency (NSA). The Defensc lnfcnr.auon Sysu:rm Agency (DISA)
will provide a Senior Executive level individual o serve as the Deputy Program Manager. Roles and
responsibilities of the PKI Program Management Office (PMO), and other DoD Components. are
delineated in the Dol PKI Roadmap. The PMO will provide an implementation plan for the DoD PKI
Roadmap (o the OASD(C3) within 60 days of the issuance of this memorandum.
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